GP Data Extraction
How we use information
about you
Fair Processing Notice
East and North Hertfordshire CCG Information Sharing Protocol
Purpose
Data from GP practices is required as one of the data flows in order to support the
commissioning functions of Hertfordshire County Council (HCC), East and North
Hertfordshire Clinical Commissioning Group (ENHCCG) and Herts Valleys Clinical
Commissioning Group (HVCCG), under the National Health Service Act 2006 (as
amended by the Health and Social Care Act 2012).
The aim of the GP data extraction project is to enable earlier interventions and
support preventative planning. The benefits will include risk profiling and integrated
care pathways for high risk patients and those with complex conditions. The
programme will improve planning for the needs of the population and patients in
ENHCCG.
Who is involved?
•West Hertfordshire Hospitals NHS Trust (SUS and local data flow)
•East and North Hertfordshire NHS Trust (SUS and local data flow)
•Hertfordshire Partnership University NHS Foundation Trust
•Health and Community Services -Hertfordshire County Council
•Hertfordshire Community NHS Trust
•Herts Valley Clinical Commissioning Group
•Hertfordshire Healthwatch
•Crime Reduction Initiative
•East and North Herts GP Practices
•MedeAnalytics
Information to be shared
Each of the above named organisations will provide data relating to care and
treatment provided to patients for whom ENHCCG is responsible. The initial bulk
data extraction will cover the past fifteen years medical history and three years of
prescriptions data as contained within the clinical system of the patient from the date
which Apollo implements the services at a Nominated GP Practice. All organisations
providing data for this initiative will be required to de-identify the data before
transmitting it to MedeAnalytics (this is known as Pseudonymisation at Source). Only
coded data will be sent to MedeAnalytics.
1

Data belonging to patients who have "opted out" will not be extracted or sent to
MedeAnalytics. The process of Pseudonymisation at Source removes all the
identifiers replacing them with a code. This allows data about the same patient to be
linked but prevents the identification of the individual patient or service user. The
pseudonym used is reversible so a patient can be re-identified by those that are
authorised to do so, specified clinicians responsible for delivering their care. The
Secretary of State for Health, having considered advice from the Confidentiality
Advisory Group (CAG) determined that the MedeAnalytics approach to
Pseudonymisation at Source does not require support under s251 regulations. This
is because the use of pseudonymisation techniques and the robust controls within
the MedeAnalytics system prevent the disclosure of confidential patient information.
The Information Commissioners Office also formed the view that, given the
safeguards within the system, the data would not fall within the Data Protection Act’s
definition of personal data.
Who we are
NHS East and North Hertfordshire Clinical Commissioning Group (CCG) have
various roles and responsibilities, but a major part of our work involves making sure
that:





Contracts are in place with local health service providers;
routine and emergency NHS services are available to patients;
those services provide high quality care and value for money; and
paying those services for the care and treatment they have provided.

This is called “commissioning” and is explained in more detail in the other pages on
this website.
Accurate, timely and relevant information is essential for our work to help us to
design and plan current and future health and care services, evidence and review
our decisions and manage budgets.
We are committed to protecting your rights to confidentiality
We are committed at all times to protecting your privacy and will only use information
ethically and lawfully in accordance with the Data Protection Act 1998, the Human
Rights Act 1998 and the common law duty of confidentiality.
All NHS organisations have to follow the principles and values set out in the NHS
Constitution when using and sharing confidential personal information.
The following information explains why we use information, who we share it with,
how we protect your confidentiality and your legal rights and choices.
We want patients to understand:
 How the CCG uses and shares information
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 How GPs use and share your information
 Your health record, what it contains and how you can access it
 When you can choose to opt-out of your personal information being collected

or shared and what this will mean to you.
Sharing and Consent
Your personal information will only be shared in accordance with your rights under
the Data Protection Act 1998, the Common Law duty of confidentiality, the NHS
Constitution and in keeping with professional and NHS Codes of Practice.
The Health and Social Care Information Centre (HSCIC) has published a guide to
confidentiality in health and social care that explains the various laws and rules
about the use and sharing of confidential information.
Safe and effective care is dependent upon relevant information being shared
between all those involved in caring for a patient. When an individual agrees to being
treated by the wider care team, it creates a direct care relationship between the
individual patient and the health and social care professional and their team.
In this situation, staff will assume the individual’s agreement to relevant confidential
information being shared by the care team. This is referred to as “implied consent”,
which means that information is shared without the individual having to give verbal or
written agreement each time and only applies within the context of direct care.
In some circumstances other duties or obligations to share information outweigh
confidentiality, and personal information is shared without consent, for example to
ensure the safety of a child or vulnerable adult or to report a notifiable disease.
Your information will be used in a de-identified or anonymised form for purposes
other than direct care, such as statistical and analytical information needed to assist
the CCG, the NHS, Department of Health and health care partners.
Unless there is a legal basis to share your information if it is necessary to use
confidential information that identifies you as an individual for a non-direct care
purpose, your explicit consent will be sought before any such use or sharing takes
place.
You have the right to withhold consent or object to your information being shared,
but in some circumstances this may delay or affect the care you receive. Always
consult your GP or relevant health professional before deciding to withhold consent
to sharing your information, as they will be able to advise you on the possible
outcomes of this decision.
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How the CCG uses your information
When analysing current health services and proposals for developing future services
it is sometimes necessary to link separate individual datasets to be able to produce a
comprehensive evaluation. This may involve linking:
 Secondary care data (inpatient, outpatient and A&E) obtained from the

secondary uses service (SUS);
 Hospital and community based mental health services;
 Community based physical health services;
 Primary care data from GP health records.
Information about your health and care held in your health records is confidential and
not routinely shared with the CCG for direct health care purposes. However, there
may be times when we need to hold and use certain information about you, for
example:
 if we are involved in helping you to resolve a complaint with your GP or other

NHS service provider;
 if we fund specialised treatment for you for a particular health condition that is

not routinely covered in our local contracts, and are known as Individual
Funding Requests;
 if you need to be clinically assessed for continuing health care requirements;
 if there are any vulnerable adult or children safeguarding issues; if you are a
member of our patient participation group, or have asked us to keep you up to
date about our work and involved in our engagement and public consultations.
The information we hold about you personally for these purposes will, therefore, be
with your knowledge and consent.
We may also hold identifiable information, at the level of NHS number, or use deidentified or anonymised information for non-direct health care purposes such as:










determining the general health needs of the population
ensuring that our services meet future patient needs
teaching and training healthcare professionals
Investigating complaints, legal claims, etc.
conducting health research and development
check the quality and efficiency of the health services we commission
preparing statistics on NHS performance
auditing NHS accounts and service
paying your health care provider

Access to the identifiable information is strictly controlled and it is only used when it
is absolutely necessary to use identifiable information. The CCG currently
pseudonymises this information for non-direct health care purposes but is moving
towards a new system whereby the CCG does not receive information that can be
used to identify individual patients. This system is called Pseudonymisation at
source, for further information please see section below.
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If you do have any concerns about us holding your personal information, then please
tell us and we can explain the way this may affect our ability to help and discuss
alternative arrangements available to you.
Invoice validation
Invoice validation is an important process. It involves using your NHS number to
check that we are the CCG that is responsible for paying for your treatment. We can
also use your NHS number to check whether your care has been funded through
specialist commissioning, which NHS England will pay for. The process makes sure
that the organisations providing your care are paid correctly.
The legal basis to use information for invoice validation is provided under
Regulations made under section 251 of the NHS Act 2006 and is based on the
advice of the Health Research Authority’s Confidentiality and Advisory Group
(reference CAG 7-07(a) and (b)/2013.)
Risk stratification
Risk stratification is a process GPs use to help them to identify and support patients
with long-term conditions and to help prevent un-planned hospital admissions or
reduce the risk of certain diseases developing such as type 2 diabetes. This is called
risk stratification for case-finding and involves using your NHS number so that your
GP can identify who you are.
The CCG also uses risk stratified data to understand the health needs of the local
population in order to plan and commission the right services. This is called risk
stratification for commissioning and involves using pseudonymised data for this
purpose.
Risk stratification tools use historic information about patients, such as age, gender,
diagnoses and patterns of hospital attendance and admission collected by the
HSCIC from NHS hospitals and community care services. This is sometimes linked
to data collected in GP practices and analysed to produce a risk score.
GPs are able to identify individual patients from the risk stratified data when it is
necessary to discuss the outcome and consider preventative care. Where the risk
stratification process has linked GP data to health data obtained from other sources
i.e. HSCIC or other health care provider, the GP will ask for your permission to
access the details of that information.
The legal basis to use information for risk stratification is provided under Regulations
made under section 251 of the NHS Act 2006 and is based on the advice of the
Health Research Authority’s Confidentiality and Advisory Group (reference CAG 704(a)/2013.)

5

How we use information provided by the Health and Social Care Information
Centre (HSCIC)
We use information collected by the HSCIC from healthcare providers such as
hospitals, community services and GPs, which includes information about the
patients who have received care and treatment from the services that we fund.
The data we receive does not include patients’ names or home addresses, but it may
include information such as your NHS number, postcode, date of birth, ethnicity and
gender as well as coded information about your visits to clinics, Emergency
Department, hospital admissions and other NHS services.
The Secretary of State for Health has given limited permission for us (and other NHS
commissioners) to use certain confidential patient information when it is necessary
for our work and whilst changes are made to our systems that ensure de-identified
information is used for all purposes other than direct care. This approval is given
under Regulations made under Section 251 of the NHS Act 2006 and is based on
the advice of the Health Research Authority’s Confidentiality and Advisory Group.
In order to use this data, we have to meet strict conditions that we are legally
required to follow, which includes making a written commitment to the HSCIC that
we will not use information in any way that would reveal your identity. These terms
and conditions can be found on the HSCIC website.
Sharing information with our partners
We have entered into a contract with MedeAnalytics to provide analytical services for
risk stratification and commissioning to the CCG and our member GP Practices.
MedeAnalytics are subject to the exact same legal rules and conditions for keeping
personal information confidential and secure. These conditions are set out in
contracts and data sharing agreements, which specify what the information is to be
used for and what they are required to do to keep it safe and protect privacy.
Currently MedeAnalytics receives and processes identifiable information, at the level
of the NHS number only, but de-identifies the information for non-direct health care
purposes using a process called pseudonymisation. We have been working closely
with MedeAnalytics to develop technical systems that provide the data we and the
GPs need to do our work by extracting de-identified data directly from GP and other
health care systems in a ways that do not involve MedeAnalytics or the CCG using
information that can identify individual patients.
This system is called Pseudonymisation at Source, for further information please see
section below.
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Sharing information with other organisations
We will only share anonymised statistical information (information that cannot be
tracked back to an individual) with other NHS and partner organisations to help them
improve local services, carry out research or audits, and improve public health.
We would not ordinarily share information about you unless you have given your
permission. There may however be circumstances where we are required by law to
report certain information to the appropriate authorities. This may be to prevent
fraud, protect children and vulnerable adults from harm, or where a formal court
order has been served requiring us to do so.
In these cases, permission to share must be given by our Caldicott Guardian, who is
the senior person in the CCG responsible for ensuring the protection of confidential
patient and service user information. We are obliged to tell you that we have shared
your information unless doing so would put you or others at risk of harm.
Pseudonymisation at Source
The CCG has been working closely with MedeAnalytics to develop systems that
provide the data we and the GPs need to do our work, but in ways that do not
involve MedeAnalytics or the CCG using information that can identify individual
patients.
Pseudonymisation is a technical process that replaces identifiable information such
as a NHS number, postcode, date of birth with a unique identifier, which obscures
the ‘real world’ identity of the individual patient to those working with the data. It
allows records for the same patient from different sources to be linked to create a
complete longitudinal record of that patient’s condition, history and care.
Linkage of data from different health and social care data sources is undertaken
enabling the processing of data and provision of appropriate analytical support for
GPs and CCGs whilst protecting the privacy and confidentiality of the patient(s).
Technical and organisational measures are in place to ensure the security and
protection of information. Robust access controls are in place to ensure only GPs
are able to re-identify information about their individual patients with their consent
when it is necessary for the provision of their care.
MedeAnalytics Pseudonymisation at Source system has been confirmed by the
Information Commissioners Office as sufficiently de-identifying patient identifiers
before it leaves the originating source to make it impossible to re-identify the
individual concerned, as well as receiving approval from the Confidentiality Advisor
Group who provide guidance to the Secretary of State for Health.
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MedeAnalytics are looking to provide patient access to their data in the future, using
the public key obtained by the individual patient through the third party, so ultimately,
patients will be able to view their entire health record using this system.
Confidentiality
Everyone working for the NHS has a legal duty to keep information about you
confidential.
The NHS Care Record Guarantee is a commitment that all NHS organisations (and
other organisations which provide NHS-funded care) will use your records in ways
that respect your rights and promote your health and wellbeing.
The NHS Constitution establishes the principles and values of the NHS in England. It
provides a summary of your legal rights and contains pledges that the NHS is
committed to achieve, including certain rights and pledges concerning your privacy
and confidentiality.
A Caldicott Guardian is a senior person responsible for protecting the confidentiality
of patient information and enabling appropriate information-sharing. Each NHS
organisation is required to have a Caldicott Guardian.
The Caldicott Guardian for NHS East and North Hertfordshire CCG is Sheilagh
Reavey, Director of Nursing and Quality.
How GP Practices use information about your health and care
Your GP keeps information about your health and the care and treatment you
receive in your health record. This information is used by your doctor, nurse and
other healthcare professionals to assess your health and, together with you, decide
the appropriate care for you.
With your agreement, your GP may refer you to other services such as community
care, Out of Hours or hospital. Your GP will share information about you only with
the healthcare professionals involved in providing your care. Other services and
health care providers will normally tell your GP surgery about the treatment they
provide you and your GP or nurse will include this in your record. Further details can
be found below in the section on Sharing & Consent
You have the right to see information your GP practice holds about you. They may
charge for this. Please ask them about this
It may also be necessary to share your information with non-NHS services or health
providers but only in accordance with the rights of the individual and statutory
obligations or by law
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Your Health Record
Your health record may be held in different formats, hand written (manual record) or
held on computer (electronic). Collectively known as your “health record”, this will
include;
 personal information, i.e. your address, date of birth and NHS number
 your health history
 contacts you have had with healthcare services, i.e. clinic visits, doctors’

appointments, hospital admissions
 notes, reports and decisions about your treatment and care
 results of tests, i.e. X-rays, blood tests or scans
And may also include:
 information from other health professionals, relatives or carers
 information from social care services if they have been involved with your care
 information about close relatives where there is a family history of a particular

condition
 other information relevant to your health and wellbeing e.g. personal, family
or work issues etc.
Your care providers will endeavour to ensure that your health record is kept up-todate, accurate and secure and appropriately accessible to those providing your care
and treatment.
How you can access your information
Where information from which you can be identified is held, you have the right to ask
to:





view this or request copies of the records by making a subject access request.
request information is corrected.
have the information updated where it is no longer accurate.
ask us to stop processing information about you where we are not required to
do so by law – although we will first need to explain how this may impact and
affect the care you receive.

The CCG does not directly provide health care services and therefore does not hold
personal healthcare records. If you wish to have sight of, or obtain copies of your of
your own personal health care records you will need to apply to your GP Practice,
the hospital or NHS Organisation which provided your health care.
Everybody has the right to see, or have a copy, of data we hold that can identify you,
with some exceptions. You do not need to give a reason to see your data, but you
may be charged a fee (of up to £50.)
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If you want to access your data you must make the request in writing. Under special
circumstances, some information may be withheld.
If you wish to have a copy of the information we hold about you please use the
contact form.
Further information about your rights and how to request your personal information is
available on the Information Commissioner’s website.
How long do you hold information
All records held by the CCG will be kept and destroyed in line with our Records
Management Policy which is available here.
Sharing Information
Other NHS organisations
There may be circumstances where it is necessary to share information about
you with other authorities, for example, when required by law, court order or
where there are specific concerns about a vulnerable adult or child or to report
a notifiable disease.
National services
There are national services such as the National Cancer Screening
Programme that collect and hold information from across the NHS in order to
contact you about services such as cervical, breast or bowel cancer
screening.
Although these services are beneficial to your health and wellbeing, often you have
the right not to allow these organisations to have your information.
If you have any concerns please contact your GP Practice, or see the “Your Rights”
section for further information.
You can find out more about how the NHS holds and shares your information for
national programmes on the NHS Choices website.
Health research
Your GP Practice may work with researchers who work with patients to help them
with their research. If your GP thinks you may be suited to a research programme,
they will contact you to ask if you would like to participate. Your GP Practice will
never pass on your personal details to a researcher without your knowledge and
consent.
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Your rights
You have certain legal rights, including a right to have your information processed
fairly and lawfully and a right to access any personal information we hold about you.
You have the right to privacy and to expect the NHS to keep your information
confidential and secure.
You also have a right to request that your confidential information is not used beyond
your own care and treatment and to have your objections considered. These
commitments are set out in the NHS Constitution.
If you do not want your personal information being shared and used for purposes
other than your care and treatment, then you should contact the GP Practice you are
registered with and ask for further information about how to register your objections.
This should not affect the care and treatment you receive. See section on Patient
Control of Information for further details
Patient control of information and Opting-Out
You may want to prevent confidential information about you from being shared or
used for any purpose other than providing your care and treatment. This is referred
to as opting-out and there are two choices available to you:
 You can object to information about you leaving a GP Practice in an

identifiable form for purposes other than your direct care, which means
confidential information about you will not be shared with the CCG, the Health
and Social Care Information Centre (HSCIC) or other organisation for any
non-direct care purpose. This is referred to as a 'type 1' objection; In addition
 You can object to information about you leaving the HSCIC in identifiable
form, which means confidential information about you will not be sent to
anyone outside the HSCIC. This is referred to as a 'type 2' objection.
Information from other places where you receive care, such as hospitals and
community services is collected nationally by the Health and Social Care Information
Centre.
If you do not want information that identifies you to be shared outside your GP
practice and/or the HSCIC, please speak to a member of staff at your GP practice to
ask how to “opt-out”.
The Practice will add the appropriate code to your records to prevent your
confidential information from being used for non-direct care purposes. Please note
that these codes can be overridden in special circumstances required by law, such
as a civil emergency or public health emergency.
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In both cases, it is still necessary for the HSCIC to hold information about you in
order to ensure data is managed in accordance with your expressed wishes. Please
see “Patient Objections Management” on the HSCIC website for further information.
If you wish to exercise your right to opt-out, or to speak to somebody to understand
what impact this may have, if any, please contact us here.
Alternatively please speak to staff at your GP practice, check the HSCIC frequently
asked questions, or call their dedicated patient information line on 0300 456 3531.
Contact us
If you have any questions or concerns or wish to complain about how we use your
information, please contact us at:
NHS East and North Hertfordshire CCG
Charter House
Parkway
Welwyn Garden City
Hertfordshire
AL8 6JL
Tel: 01707 685 000
Further information
Below are links to more information about your rights and the ways that the NHS
uses personal information:
 The NHS Care Record Guarantee and the NHS Constitution, which govern








the way in which the NHS uses patient confidential information
The Health and Social Care Information Centre (HSCIC) Guide to
confidentiality in health and social care
The Independent Information Governance Oversight Panel – the panel
advising the Secretary of State on information governance matters across the
health and social care system. Includes links to the Independent Information
Governance Review conducted in 2012 and the Government’s response:
https://www.gov.uk/government/groups/independent-information-governanceoversight-panel
Section 251 and the Confidentiality Advisory Committee, who provide
independent expert advice to the HRA (for research applications) and the
Secretary of State for Health (for non-research applications) on whether
applications to access patient information without consent should or should
not be approved.
NHS England advice for CCGs and GPs on information governance and risk
stratification
Health and Social Care Information Centre
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 The Information Commissioner (the Regulator for the Data Protection Act

1998, who can offer independent advice and guidance on the law and
personal data, including your rights and how to access your personal
information)
Data Protection Statement
NHS East and North Hertfordshire CCG is a ‘Data Controller’ under the Data
Protection Act 1998. This means we are legally responsible for ensuring that all
personal data that we hold and use is done so in a way that meets the data
protection principles. We must also tell the Information Commissioner about all of our
data processing activity. Our registration number is Z3531739 and our registered
entry can be found on the Information Commissioner’s website.
All of our staff receive training to ensure they remain aware of their responsibilities.
They are obliged in their employment contracts to uphold confidentiality, and may
face disciplinary procedures if they do not do so. A limited number of authorised staff
have access to personal data where it is appropriate to their role.
We have entered into contracts with other organisations to provide Information
Technology (IT) services for us. These organisations include:
 North East London Commissioning Support Unit
 MedeAnalytics

This includes holding and processing data including patient information on our
behalf. These services are subject to the same legal rules and conditions for keeping
personal information confidential and secure. We are responsible for making sure
that staff in those organisations are appropriately trained and that procedures are in
place to keep information secure and protect privacy. These conditions are written
into legally binding contracts, which we will enforce if our standards of information
security are not met and confidentiality is breached.
We will not share, sell or distribute any of your personal information to any third party
(other person or organisation) without your consent, unless required by law. Data
collected will not be sent to countries where the laws do not protect your privacy to
the same extent as the law in the UK, unless rigorous checks on the security and
confidentiality of that data are carried out in line with the requirements of the Data
Protection Act (Principle 8).

13

Please see links below to the frequently asked questions,
patient leaflet and opt out form:
http://www.enhertsccg.nhs.uk/sites/default/files/FairProcessing-Leaflet-v5-LMC.pdf
http://www.enhertsccg.nhs.uk/sites/default/files/06-FairProcessing-FAQs.pdf
http://www.enhertsccg.nhs.uk/sites/default/files/08ENHCCGPatient-Opt-Out-Form.docx
For further information on the Data Integration Programme
please visit:
http://www.enhertsccg.nhs.uk/how-we-use-information-aboutyou-fair-processing-notice
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